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CISM CERTIFICATION

As per International Standards
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Unichrone Training

4 Day Interactive Instructor —led Online/Classroom or Group Training
Course study materials designed by subject matter experts

Mock Tests to prepare in a best way

Highly qualified, expert & accredited trainers with vast experience
Enrich with Industry best practices and case studies and present trends

End-to-end support via phone, mail, and chat

CISM Training Course adhered with ISACA International Standards
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Convenient Weekday/Weekend CISM Certification Training Course
schedule
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Importance of CISM Certification

v ISACA's CISM Certification is one of the esteemed credentials in Information Technology. Individuals
pursuing a career in Information Security can get certified as CISM and seize the career opportunities
which comes along with the credential. Owning the Certification instills confidence and credibility
among professionals which further helps to network with peers and stakeholders. Individuals certified as
Certified Information Security Manager stand out from the regular crowd of professionals and gain
recognition internationally.

v CISM Training focuses on the domains of information security governance, information risk
management, information security program development and management, and information security
incident management. Aligned with ISACA's course outline, our in-house experts encourage

professionals to engage in a wide range of exercises through CISM Exam Prep training. Furthermore,
CISM training sessions are designed to help individuals in gaining practical insights of the latest
Information Security management practices.
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About

v  Wearea professional traininginstitute with an extensive portfolio
of professional certification courses. Our training programs are
meant for those who want to expand their horizons by acquiring
professional certifications across the spectrum. We train small-
and medium-sized organizations all around the world, including
in USA, Canada, Australia, UK, Ireland and Germany.
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Handpicked Trainers

Guaranteed Quality
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Global Presence Online Training Option

We've trained professionals across
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ELIGIBILITY

v~ Individuals aspiring to be CISM professionals are required to meet 5-year experience requirements in
information security management. Professionals can waive off one year of experience if they meet the
eligibility criteria set by ISACA.

WHO

v CISOs, IT directors, Security consultants, Security architects, IT managers, Chief compliance officers, security
managers, and professionals who fulfill the requirements of CISM Certification.
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Syllabus of CISM Certification Training

Lesson 01 — Information Security Governance Lesson 02 - Information Risk Management
1 Knowledge Statements 1. Information Risk Management
2. Introduction to Information Security Governance 2.  Task and Knowledge Statements
3. i i i . .
Effective Information Security Governance 3. Risk Management Overview
4. Governance and Third-Party Relationships
. . . 4. Risk Assessment
5. Information Security Metrics
6. Information Security Governance Metrics . Information Asset Classification
7. Information Security Strategy 6.  Assessment Management
8. Information Security Strategy Development : .
7 Information Resource Valuation
9. Strategy Resources and Constraints
10. Other Frameworks 8. Recovery Time Objectives

Compliances - Security Control Baselines

Action Plans to Implement Strategy Risk Monitoring

Governance of Enterprise Its o
Training and Awareness

Information Risk Management Documentation
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Syllabus of CISM Certification Training

Lesson 03— Information Security Program Lesson 04— Information Security Incident
Development and Management Management
1 Task and Knowledge Statements 1. Conduct periodic reviews of organizations objectives
2. Information Security Program Management Overview 2.  Service level management
3. Information Security Program Objectives 3.  Third party management practices
4. Information Security Program Concepts 4.  Operations and end-user procedures
5. i i . . .
Information Security Program Technology Resources 5. Process of information systems maintenance
Information Security Program Development 6 Data administration practices determine the integrity
7. Information Security Program Framework and optimization of databases
8. Information Security Program Roadmap 7 Use of capacity and performance monitoring tools
. . . . and techniques
9. Enterprise Information Security Architecture (EISA)
. . . 8. Problem and incident management practices
10. Security Program Management and Administration
. . : - 9 Change, configuration, and release management
1. Security Program Services and Operational Activities .

practices

Controls 10.  Adequacy of backup and restore provisions

3 Security Program Metrics and Monitoring Organization's disaster recovery plan in the event of a

1. .
disaster

14. Measuring Operational Performance

Common Information Security Program Challenges Task and Knowledge Statements
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Syllabus of CISM Certification Training

Lesson 04— Information Security Incident Management
(Contd.)

13. Incident Management Overview

Lesson 05— Exams

1. Mock Exam Paper
14. Incident Management Procedures

15. Incident Management Resources

N

Exam guidance, tricks
16. Incident Management Objectives

17.  Defining Incident Management Procedures

Incident Business Continuity and Disaster Recovery
Procedures

19.  Post Incident Activities and Investigation

20. |SACA Code of Professional Ethics

w

Previous Questions Papers
18.

2l. Laws and Regulations

22. Ppolicy Versus Law Within an Organization
23. Ethics and the Internet IAB

24. Certified Information Security Manager
25. Certification requirements

26 CISM in the Workplace

27. The CISM Priorities

28. Understand How Questions Are Structured
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Format of CISM Exam

Examination Format

Exam Name CISMExam
Exam Format Multiple Choice
Total Questions & Duration 150 questions, 4 hours

Passing Score 450 out of 800 points

Member - US $575

Exam Cost Non-Member - US $760

To get you fully prepared with the knowledge and skills for the CISM examination, a training session at Unichrone gives

immense importance to mock questions at the end of every module and problem-solving exercises within the session.
Prepared by certified CISM professionals, the practice tests are a true simulation of the CISM exam.



Contact Us

support@unichrone.com '

https://unichrone.com/
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